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The technical assistance team welcomes you to the Compc’ri’rioh Platform.
To participate in the Competition you must uPloac( two groups of Files

) DRAWINGS: one or more Fies to be uploaded in the Lormats listed in the Brief, all
of which must be +o+ally anonymous.

2) DOCUMENTS: a single File containing all idcrﬂ-il:yina inFormation and eventual other
documents to be Pr'ovidccl os indicated in the Brief, prior fo registration.

Encrypﬁon Pcrmi+9 onh elevated level of anonymi’ry. A warmina: cncryp+ onl\/ the
DOCUMENTS and hot the DRAWINGS, otherwise they wil be i|lcgiblc.

To encrypt Files, carcﬁully Folow the instructions Providcd in this guidc. The simple

Proccolurc is summarised below.

PREPARE THE DOCUMENTS: create the Fies containing the administrative documents
by Pollowinﬂ the indications provided in the Brief.

DOWNLOAD AND INSTALL the encryption software. You can Find it in the competition
documents: Follow the instructions to download it onto your computer and install it

IMPORT THE PUBLIC KEY: download the Public kcy From the site (you can find it in
the documents) and import it info the encryption software |0\/ ‘Pollowing the
instructions.

ENCRYPT +he Fie containing the administrative documents using the encryption
software. 1 is very simple. Follow the guidc step-by-step.

REGISTER by uploading the DRAWINGS (not encryp’red) ond the DOCUMENTS
(cncryp’rcd) to the PlatForm When you have completed the registration procedure
you will receive a r‘ccciPJr.

Regularly visit the competition website For updates and the announcement of the
winners. The site is the only means of contact between you and the compc+i+ion
or‘aanic;cr‘c;.

IS you heed assistance, use the contact infFormation Providcd on the Competition

poge.
Good luckl

Per assistenza tecnica sull'utilizzo della piattaforma contattare: assistenza.concorsi@kinetica.it, 051/3140699 nei giorni feriali dalle 09 alle 13 e dalle 14 alle 18
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Dowhload and install the encryption software

Download the encryption software from the competition website. You can find it among the documents. Open the program
by double clicking on the program icon. To install this program you must have administrator privileges

:: Software download for Windows 7 or sup.

Open the program by double clicking on the program icon. To install this program you must have administrator privileges

N
mey

gpgdwin-4.0.0

Choose the language and click OK

Installer Language =

Flease choose a language for the setup.
== Bitte die Sprache des
Installations-Vorgangs angeben.

Engish / English ~|

| 0K | | Cancel |

Click Next > to proceed with the installation.
E Gpgdwin Setup

. Welcome to the installation of
DLV B Gpgawin
GnuPG for Windows
Gpg4win is an installer package for Windows for EMail and
file encryption using the core component GnuPG for
Windows. Both relevant cryptography standards are

supported, OpenPGP and S/MIME, Gpg4win and the
software induded with Gpg4win is Free Software.

Click Next to continue.

This is Gpg4win version 4.0.0

. Release date 2021-12-21

Per assistenza tecnica sull'utilizzo della piattaforma contattare: assistenza.concorsi@kinetica.it, 051/3140699 nei giorni feriali dalle 09 alle 13 e dalle 14 alle 18
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Flag ONLY beside Kleopatra and click Next

8 Gpgdwin Setup — >
Choose Components
Choose which features of Gpg4win you want to install.
Chedk the components you want to install and uncheck the components you don't want to
install, Click Mext to continue,
. y Description
Select components to install: GnuPG -
Position your mouse
Kleopatra over a component ko
[lera see its description,
[ GpgoL
[ GpoEX
[ Browser integration
Space required: 91.2 MB
Gpgewin-4.0,0
< Back ” Next > | | Cancel

Click Install and wait for the installation to finish. When done click Close

E Gpgdwin Setup —

Choose Install Location
Choose the folder in which to install Gpg4win.

E Gpgdwin Setup

Gpg4win

Setup will install Gpg4win in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder

| C:\Program Files (x36)\Gpg4win | Browse...

Space required: 91.2 MB
Space available: 861.6 GB

GPgawin-4.0,0

GnuPG for Windows

< Back ” Install | | Cancel

Completing Gpg4win Setup

Gpg4win has been installed on your computer,
Click Finish to dose Setup.

Run Kleopatra

[ show the README file

Go to Gpg4win's webpage

Cancel

When installation is complete look on your Desktop or in the Programs menu for the Kleopatra icon.
The program is ready to use. Double click on the icon to open the program
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Dowhload and import the certificate and encrypt the

documents

Download the public key from the competition portal, where you can find it in the Documents section. The public key is
also known as a certificate. It is a file with the extension .asc, as in the example concorso-di-prova_0xF074B47F_public.asc.

Save this file in a folder on your computer. The file is normally automatically saved to the DOWNLOADS folder.

If you haven't already done so, run Kleopatra.

i)

Click Import
M Keopat - X
Sign/Encrypt... Decypt/Verify... = Import.. Export.. Certify... LookuponServer... | Certificates MNotepad Smartcards
Welcome to Kleopatra Gpg4win-4.0.0
Kleopatra is a frant-end for the crypto software GnuPG.
For most actions you need either a public key (certificate) or your own private key.
*The private key is needed to decrypt or sign.
*The public key can be used by others to werify your identity or encrypt to you.
You can learn more about this on Wikipedia. 9
D.'. Q
Mew Key Pair Import
Look for the public key file. Select it and click Open
™ Seclect Certificate File X
« v 4 d > ThisPC > Downloads v o O Search Downloads
Organize * MNew folder == ~ [N o
Narme Date modified Type Size
3 Quick access
~
I Desktop Today (1)
‘ Downloads

£ concorso-di-prova_0xFO74B47F_public.asc i

Click OK on Certificate Import Result

@ Documents

&= Pictures

% %N

™ Certificate Import Result - Kleopatra ? #

Detailed results of importing C: Users/test/Downloads/pubblickay-test.asc:

o Certificates

Total number processed: 1
Imported: 1

0K
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Verify that the certificate is present in Kleopatra. You are now ready to encrypt the administrative documents

ﬂKIecpatra
File View Certificates Tools Settings Window Help

Sign/Encrypt... DecryptVerify...  Import... Export... Certify... LookuponServer... | Certificates Motepad Smartcards

[search...<alt+Q> | [
MName E-Mail User-IDs  Valid From  Valid Until  Key-ID
concorso-di-prova assistenza.concorsi@kinetica.it not cer... 11/02/2022 11/02/2024 0909...

ATTENTION: verify the requirements in the Brief regarding the type of file (or folder) to be encrypted (for
example .ZIP). In this guide we show an example of how to encrypt a compressed .ZIP folder. The procedure

is the same for other file formats.

Pay attention to the type of file (or folder) requested in the Brief and make sure you have the proper settings
to create the correct file type.

For example: changing the extension of an .RAR folder to a .ZIP folder before encryption, or changing the

extension of an .RAR.GPG folder (or file) to .ZIP.GPG after encryption can render their content illegible, with

the ensuing risk of exclusion from the Competition

Begin the encryption process. Click on the Sign/Encrypt button.

M Ko patra
File View Certificates  Tools Settings  Window Help

SignfEncrypt... |Decrypt/Verify... | Impert... Ewxport... Certify... Look

sed |h... <Alt+Q>

Mame

rso-di-prova assistenza.concorsi(

Select the type of file or folder you want to encrypt (in the example image it is a .ZIP compressed folder), then click Open

™ Select One or More Files to Sign and/or Encrypt

<« v 4 4+ ThisPC > Downloads
Organize * Mew folder
b
Marme Date modified
7 Quick access
[ Desktop v Today (2)
¥ Documents-test 07/03/2022 10:02

. 07/03/2022 10:02
Documents S

+
4 Downloads ~ #
+
[&=| Pictures -
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In the “Sign/Encrypt File” window click on the icon beside the text “Encrypt for Others”.

DO NOT modify any other settings

™ sign/enc

Encrypt

Sign / Encrypt Files
Prove authenticity (sign) E,T crvnt f,l r me:
NCrypt mor me:

Sign as:

Encrypt Encrypt for others:

Encrypt for me:

Encrypt for others: ‘ 2% Plghse enter a name or email address. ..

v

In the successive window select the certificate and then click OK

| @ Certificate Selection eopatra ? x|
| |
Please select one of the following certificates: [

|Sear:h. . All Certificates ~ W

MName E-Mail Use|

CONCorso-prova assistenza.concorsi@kinetica.it notc

£ >

0K Reload Impaort... Lookup... Mew. .. Groups. .. Chiudi

Proceed as follows:
1 - verify that the certificate has been loaded correctly;
2 - click Encrypt (button in the bottom left of the window).

ﬂf;:'f':'_:::e:--f::iti ? x

Sign / Encrypt Files
Prove authenticity {sign) 1

Sign as:

Encrypt '
4
Encrypt for me: |

Encrypt for others: | H ro-prova <assistenza, concorsi@kinetica.it> {not certified, OpenPGP, created: 11/02/2022) |

1 | 2% Please enter a name or email address. .. |

[ Encrypt with password. Anyone you share the password with can read the data.

Output
Output files/folder:

n |C:l."Usersftest.fDo'A'nloadstocuments—hest.zip.gpg i \ °| B

[ Encrypt / Sign each file separately.

2 Encrypt Annulla

Per assistenza tecnica sull'utilizzo della piattaforma contattare: assistenza.concorsi@kinetica.it, 051/3140699 nei giorni feriali dalle 09 alle 13 e dalle 14 alle 18

6di7


mailto:assistenza.concorsi@kinetica.it

KE %n COMPETITION PLATFORM
Vl@ (CO/ Guide to the installation and use of the file encrypting program

INFORMATICA & WEB ForR WINDOWS

When you see the successive warning message click Continue to complete the encryption procedure.

f ﬂ Encrypt-To-Self Warning - Kleopatra ? * b

Mone of the recipients you are encrypting to seems to be your own.

This means that you will not be able to decrypt the data anymare, once encrypted.
Do you want to continue, or cancel to change the recipient selection?

[ non chiedere pit

Continua Q Annulla

Wait until the encryption procedure has finished and verify that the file has been properly encrypted.
Close the window by clicking on Finish.

ﬂ?:_“E“:' pt Files - Kleopatra ? x

Results
Status and progress of the crypto operations is shown here.

OpenPGP: All operations completed.

Documents-test.zip — Documents-test.zip.gpg: Encryption succeeded. )

Encryption succeeded.

Fine Annulla

ATTENTION: at the end of the encryption procedure the .GPG file will be automatically saved in the same folder containing
the original .ZIP file.

¥ [ % | Downloads
Home Share View

GPG icon
= v 4 & s ThisPC » Downloads /
Mame
3 Cuick access -
o Dot , Today G) & |Documents-test.zip
esktop

; Downloads * £ Documents-test.zip
|f| D ¢ J ¢, Documents-test
== Documents

Documents-test
&= | Pictures -

You can now upload the .gpg file to the Competition Platform and participate in the competition. Remember:
e do NOT encrypt the DRAWINGS, which only need to be uploaded as described on the registration page.
e DO NOT upload unencrypted administrative documents but only the .gpg file.

Good luck!
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